HHOOPMAILIHOHHAA BE3OIIACHOCTbH
HEJIAT'OT'HYECKHM PABOTHHKAM

Kornma peur 3axomut 00 wHGOpPMAIMOHHOW OE€30MAaCHOCTH, OOBIYHO Mbl HAaYMHAEM
IyMaTh O KOMITBIOTEpaX, CETSAX, MHTepHeTe W xakepax. Ho mis oOpa3oBaTenbHON Cpembl
npobjiemMa CTOMT IIHMpE: B OTPaXKICHUM Yydalierocs oT HHGOpMAaIHH, KOTOpas MOXET
HETaTUBHO TMOBJIUATH Ha €ro (POPMHUPOBAHKE U PA3BUTHE, TO €CTh O MPOIMAraHAe Pa3IUnIHON
HaNpaBJIeHHOCTH.

Hngpopmayuonnan 6ezonacnocmep - 3T0 3aIUIIEHHOCTh WH(POPMAIIMOHHOW CHUCTEMBI OT
CIly4ailHOTO WJIM MpPEIHaMEPEHHOTO BMEUIATENbCTBA, HAHOCSIIETO yIIepO BiajeibliaM HIIH
NOJIb30BaTENAM HHPOPMALIUH.
Ha mpaxTrke Ba)XHEHIIUMHU SBJISIOTCS TPU acleKTa HHPOPMALMOHHON 0€30acHOCTH:
JIOCTYITHOCTh (BO3MOXKHOCTH 3a pPa3yMHOE BpeMsl IMOJy4uTh TpeOyemylo
MH(OPMALIMOHHYIO YCIIYTY);
[EJOCTHOCTh  (aKTyalbHOCTh ¥ HENPOTHBOPEYMBOCTH HMH(poOpMamu, ee
3alIUIIEHHOCTh OT Pa3pyIICHHs] U HECAHKITMOHUPOBAHHOTO U3MEHEHHS);
KOH(UICHINAIFHOCTH (3alIUTa OT HECAHKIIMOHUPOBAHHOTO MTPOYTEHHS).

Hapymenns QOCTYMHOCTH, LEIOCTHOCTH M KOH(UACHIMATBHOCTH HH(GOpPMAIUU MOTYT
ObITh  BBI3BaHBl  PA3IMYHBIMU  OMACHBIMHM  BO3JEHCTBUSIMM Ha  HMH()OPMALMOHHBIE
KOMIIBIOTEPHBIC CUCTEMBI.

OcHnoegnute yepo3vl unghopmayuonnoil 6e3onacnocmu

CoBpemenHass MH(GOPMALMOHHAs CHUCTEMa IPEACTABIsIET COOOI CIOXKHYIO CHCTEMY,
COCTOSIIYIO U3 OOJIBIIOTO YUCIIa KOMIIOHEHTOB Pa3IMYHOM CTEIIEHH aBTOHOMHOCTH, KOTOPBIE
CBSI3aHBI MEXIy COO0OH M OOMEHMBAIOTCS MAHHBIMH. [IpakKTHYECKH KaKIbli KOMIIOHEHT
MOXET MOJBEPTHYTbCS BHEIIHEMY BO3ICUCTBHIO WM BBIUTH M3 cTpos. KoMIOHEHTHI
aBTOMATU3UPOBAHHOW MH(POPMAIIMOHHON CUCTEMBI MOYKHO Pa3OUTh Ha CIIEAYIONIUE TPYIIIHL:
Annapamuvie cpedcmea - ITO KOMIIBIOTEPBl M HUX COCTaBHBIE YacTh (IPOLIECCOPBI,
MOHHTOPHI, TEPMHUHAJBI, MEepU(EepUitHbIE YCTPOMCTBA — MPHUHTEPHI, KOHTPOJIIEPHI, Kabemnw,
JIMHUM CBSI3U U T.J.);
Ilpozpammnoe obecneuenue - 3T0 MPUOOPETEHHBIE HMPOTPAMMBI, UCXOJHBIE, OOBEKTHBIC,
3arpy30YHbIC MOJYJIM; OIEPAIMOHHBIE CHCTEMBI U CHCTEMHBIE TPOTPaMMBbl (KOMITAJISITOPEI,
KOMIIOHOBIIMKH U JIP.), YTUIMTHI, TUArHOCTUYECKHE TPOrPaMMBbI U T.11.;
/lanuvie, XxpanHuMble BPEMEHHO W TIOCTOSIHHO, Ha AMCKax, ()JIdIIKaxX, MEYaTHBIE, apXWBHI,
CUCTEMHBIE XKYpHAJIbI U T.JI.;
Ilepconan — smo nonb30BaTEN, CHCTEMHBIE aIMUHICTPATOPHI, POTPAMMUCTHI U JIP.

OnacHble BO3JCHCTBHA Ha KOMIBIOTEPHYI0 HMH(DOPMALMOHHYIO CHCTEMY MOXKHO
MOAPA3ACINTh Ha CIy4allHble W IPEJHAMEpPEHHBIE. AHAIN3 ONBITA IPOCKTUPOBAHUSA,
M3TOTOBJIEHUSI U 3KCIUTyaTalli MH(POPMAIMOHHBIX CHUCTEM IOKa3bIBAET, YTO WMH(pOpMAIHs
IIOABEPTAETCS PA3NIMYHBIM CIIy4YalHBIM BO3JCHCTBHAM Ha BCEX 3TANAaX LUKIJIA )KU3HU CUCTEMBI.
[IprunHamu cay4aifHbIX BO3ACHCTBUN NPU KCIUTyaTallud MOTYT ObITb:
aBapUiiHbIE CHUTYallUd W3-32 CTUXUUHBIX OCICTBHA W  OTKJIIOYCHHM
AIIEKTPOIUTAHUS;



OTKa3bl U cOOHU armnaparypbl;

OLIMOKH B MPOrpaMMHOM 00€CIIeUEeHUY;

omnOKY B paboTe nepcoHaa;

MIOMEXH B JIMHUSIX CBSI3U M3-3a BO3/ICHCTBUIN BHEIIHEH CPE/IbI.

Ilpeonamepennvie 6030eiicmeus — STO LECICHANIPABICHHBIE JIEUCTBUS Hapymurens. B
KayecTBe HAPYIIUTENs MOTYT BBICTYyNAThb CIYy’KaIllUH, MOCETUTENb, KOHKYPEHT, HAaeMHHK.
JleificTBUSL HApyILIUTENSE MOTYT ObITh OOYCIIOBJIEHBI Pa3HBIMU MOTHBAMMU:

HEJIOBOJIbCTBOM CIIYKalIEr0 CBOEU Kapbepou;

B3STKOU;

JIFOOOIIBITCTBOM;

KOHKYpPEHTHOH 00pb00ii;

CTPEMJIEHUEM CAMOYTBEPAUTHCA JTHO00N LIEHOM.
MOo0’KHO COCTaBUTh TMIIOTETUYECKYIO MOJIEIb IOTEHIMATBHOTO HApyILIUTEIS:

KBaJTM(UKAIUS HAPYIITUTENS Ha YPOBHE pa3paboTunKa JAHHOW CUCTEMBI;

HapyIIUTEJEeM MOXET ObITh, KaK IIOCTOPOHHEE JIMIO, TaK M 3aKOHHBIN
M0JIb30BATEIb CUCTEMBIL;

HapYyIIUTENIO U3BECTHA MHPOPMAILIMS O IPUHIMUIIAX PAOOThI CUCTEMBI;

HapyIIUTENb BEIOMpaeT Hanbosee ciadoe 3BeHO B 3allUTe.
Haubosiee pacnpocTpaHeHHBIM M MHOTrOOOpa3sHbIM BHJIOM KOMIIBIOTEPHBIX HapylIECHHI
ABJIAETCS HECAHKLIMOHMPOBAHHBIM aocTyn. HecaHKIMOHMPOBAaHHBIM JOCTYH HCIOJB3YET
Ar00yr0 OmMOKY B CHUCTEME 3aIlUThl M BO3MOXEH IPU HEPAllMOHAJIBHOM BBIOOpPE CpPEICTB
3aIIUThI, X HEKOPPEKTHOU YCTAaHOBKE U HACTPOUKE.

Knaccugpukayua Kananoe HeCAHKUUOHUPOBAHHO20 O0O0CMYynA, TO KOTOPBIM MOKHO
OCYIIECTBUTH XUIICHUE, U3MEHEHUE WIIM YHHUTOKEHUE WH(DOPMAIIH:
Yepes uenoseka:

XHIIEHUEe HOCUTENEeH nHPOpMaInu;

yTeHHe UH(OPMAINK C SKpaHa WIN KIIAaBUATYPBI;

yTeHHe UH()OPMAITH U3 paclieyaTKH.
Yepes npozpammy:

nepexBaT napoJiei;

nemmdpoBka 3amudpoBaHHON nHDOpMaIUH;

KOIMUPOBaHUE UH(POPMAITUU C HOCUTEIIS.
Yepes annapamypy:

MOAKIIIOUEHHE CIELHAJIbHO pa3paboTaHHBIX anmapaTHbIX CPEACTB,
obecrneunBaroIuX JOCTYI K HHGOpMAIUK;

nepexBar MOOOYHBIX SJIEKTPOMArHUTHBIX M3IYYEHHH OT ammapaTyphl, JHHHUMA
CBSI3U, CETEHN AIEKTPONUTAHUS U T.JI.

Ocob0 cremyeT OCTaHOBUTBbCS Ha Yrpo3ax, KOTOPBIM MOIYT IOJIBEPraThCs
KOMITbIOTepHbIE ceTH. OCHOBHAsI OCOOCHHOCTh JII000M KOMIBIOTEPHOW CETH COCTOMUT B TOM,
YTO €€ KOMIIOHEHTBhl pachpeleneHsl B npocTpaHcTBe. CBs3p MeEXAy Y3JIaMH CETH
OCYULIECTBIISIETCSI (PU3UYECKH C TOMOILBIO CETEBBIX JMHUN M MPOrpaMMHO, C TOMOIIbIO



MexaHu3zMa cooOueHuil. [Ipu 3ToM ympapistone cooOIIeHUs] U JJaHHBIE, MepechliaeMble
MEX]y y3J1aMH CeTH, IIepelatoTCs B BUJI€ akeToB 0OMeHa. KoMIbloTepHbIe CeTH XapaKTepHBI
TE€M, YTO MPOTHB HUX MPEANPUHUMAIOT TaK Ha3bIBaeMble ynajeHHble artaku. Hapymmrensb
MO’KET HaXOJUTBCS 3a THICSUYM KHJIOMETPOB OT aTaKyeMoro oObEKTa, MPU ITOM HalaJeHUIO
MOXKET TOJBEpraTbCsi HE TOJBKO KOHKPETHBIM KOMIBIOTEp, HO M HHpOpManus,
HepearoIascs 0 CETEBbIM KaHaJIaM CBS3H.

Obecneuenue unghopmayuonnou 6e3onacHocmu

dopmMmupoBaHne pexuMa HHOOPMAIIMOHHON 0€30MacHOCTH — MpobieMa KoMIUIeKCHas. Mepbl
0 €€ PEIICHUIO MOXKHO MOAPA3/IEINTh HA MATh YPOBHEN:

1. 3akonooamenvHblii -3TO 3aKOHBI, HOPMATHUBHBIC AKThl, CTAHIAPTHI U T.II.
HopmaTuBHO-nipaBoBas 6a3a onpeaensionias mopsaa0K 3ainuThl HHPOPMAIIH:

2. Mopanvno-amuyeckuil - 6CEBO3MOKHbIE HOPMBI TOBEJICHHUSA, HECOOJIOIEHUE KOTOPBIX
BEJIET K NaJICHUIO MPECTUkKa KOHKPETHOIO YEJIOBEKA UJIH 1IEJI0N OpraHu3aliy.

3. AOmunucmpamugHwlil - OECTBUS OOLIETO XapakTepa, NPeIIPUHIMAEMbIE PyKOBOJICTBOM
opranuzanuu. TakuMu JOKYMEHTaMU MOTYT OBITh:

. NpUKa3 PYKOBOAUTENS O HAa3HAUYEHHWH OTBETCTBEHHOTO 3a oOOecreyeHue
UH(OPMAIIMOHHOM 0€30TIaCHOCTH;

. JOJKHOCTHBIE 00S3aHHOCTH OTBETCTBEHHOTO 3a o0ecreueHre nHPOPMaIMOHHON
0Ee301aCHOCTH;

. NepeyYeHb 3aAIUIIAEMbIX HHPOPMAIIMOHHBIX PECYPCOB U 0a3 JaHHBIX;

. UHCTPYKLHUIO, ONPEACISIONIYI0  IMOPSAOK  MpeAocTaBieHUs HMH(pOpMaruu

CTOPOHHUM OpraHU3alMsAM I10 UX 3aIpocaM, a TAaKKe MO MpaBaM JOCTYIa K HEW COTPYAHUKOB
OpraHu3aluu.
4. Qu3uueckuil - MEXaHUYECKHUE, DJIEKTPO- U BJIEKTPOHHO-MEXAHUYECKUE MPEMATCTBUSA Ha
BO3MOJKHBIX MYTSIX MPOHUKHOBEHUS MOTEHIIMATBHBIX HAPYITUTEICH.
5. Annapammno-npozpammnuiii (3EKTPOHHBIE YCTPOWCTBA U CHEIHAIbHBIE MPOTPAMMBI
3aIUThl HH(OPMALIHH).

Ipunsameoie mepvl no cozoanuro dezonacnoii ungpopmayuonnou cucmemol ¢ /[0Y:

. OOlecrnieyeHa 3amuTa KOMIBIOTEPOB OT BHEIIHUX HECAHKIIMOHUPOBAHHBIX
BO3JICHCTBUH (KOMIIBIOTEPHBIE BUPYCHI, IOTUYECKHE OOMOBI, aTakKi XaKepoB U T. J1.)

. YCTaHOBIIGH CTPOTHA KOHTPOJL 3a OJICKTPOHHOW TIOYTOW, oOecredeH
MOCTOSIHHBIM KOHTPOJIb 32 BXOSIIEN U UCXOAIIEH KOPPECITOHICHIIUEN.

. Y cTaHOBIEHBI COOTBETCTBYIOLIME NApOJIM HA iepcoHanbhbie [1K.

. Hcnons3oBaHbl  KOHTEHT-PWIBTPHI, I8 (QUIBTpAlMM  CAMTOB MO  HUX
COHEPKUMOMY.

Envnasi COBOKYMHOCTh BCEX O3THUX MeEp, HANpaBICHHBIX Ha MPOTUBOJCHCTBHE YTPO3aMm
0€30MacHOCTH C IIETbI0 CBEJIEHUS] K MUHUMYMY BO3MOKHOCTHU yuiepOa, o0pa3yloT cHCTEMY
3aIIHTEHI.

CrenuanucTsl, UMEIOIIME OTHOIIEHHE K CHCTEME 3allMThl JOJDKHBI TOJHOCTBHIO
NPEACTAaBIAT, ceOe MPUHIMIBI €€ (YHKIMOHHPOBAHMS W B CIIydae BO3HUKHOBCHHS
3aTPYJHUTEIBHBIX CUTyallud aJeKBaTHO Ha HUX pearupoBarh. lloj 3ammroil nomkHa
HAXOJUTHCS BCS cucTeMa 00paboTKH HHPOPMALIHH.
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Jluna, 3aHuMaromuecs oOecredeHrueM HWH(GOPMAIMOHHOM O€30MacHOCTH, HECYT JIMYHYIO
OTBETCTBEHHOCTb.
Hanexnast cucrema 3aluThl AOJKHA OBITH IOJHOCTBIO IPOTECTHPOBAHA U COIVIACOBAHA.
3ammTa craHOBUTCS Oosiee 3(h(EeKTUBHOM M rMOKOM, eciiu OHa JOIyCcKaeT U3MEHEHUE CBOUX
apaMeTPOB CO CTOPOHBI aAMHHUCTPATOPA.

Pexomenoayuu no opzanuszayuu padomot 6 UHGOPMAUYUOHHOM RPOCMPAHCMEE
1. Ilepen HauanoMm pabOTBl HEOOXOOUMO YETKO C(HOPMYJIMPOBATH LI€db M BOINPOC IMOMCKA
uH(pOpMaLIH.
2. XenarenbHO BeIpaOOTATh ONTUMAJIBHBIN aITOPUTM NOKCKa HH(popMauu B cetu MHTepHer,
YTO 3HAUUTEIBHO COKPATUT BPEMS U CHJIbI, 3aTPay€HHbIE HA MTOKCK.
3. 3apaHee yCTaHOBUTb BpEMEHHbIH JUMHUT (2-3 wyaca) paboTbl B HMHGPOPMALMOHHOM
IPOCTPAHCTBE (IPOCMOTP Teenepeaaun, yrenue, UHTepHer).
4. Bo Bpemst paboThl HEOOXOAUMO JAenaTh nepepbiB Ha 5-10 MUHYT AJid CHATHS (PU3UUECKOTO
HaNpsDKEHUS U 3pUTENbHON HArpy3KH.
5. Heo6xoaumo 3Hath 3-4 yrpaxHEHUsI Il CHATUS 3pUTEIBbHOrO HANPSKEHUS U (PU3NYECKOM
YCTAJIOCTH.

6. PaGoTtarh B XOpOILIO MPOBETPEHHOM IOMEIICHUH, MPU ONTUMAJIBLHOM OCBEIIEHWHW U B
ya00OHOH 1o3e.

7. He cTOUT JIETKOMBICIIEHHO 00pamarhcsi CO CnaM-MUCbMAaMH U 3aXOJIUTh Ha HeOe30IacHbIe
BeO-caiThl. J{J1s1 MHTEPHET-TIPECTYITHUKOB Bbl CTAHOBUTECH JIETKOM 100bIUEH.

8. Ilpu perucrtpanuu B COLMAIBHBIX CETAX, HE YKa3bIBAWTE CBOM NEPCOHAIbHBIEC JTAHHBIE,
HanpuMep: aJpec WIK JI€Hb POKACHHUSL.

9. He ncnonp3yiite B JIOTMHE WIK [1APOJIE IEPCOHAIIBHBIE JAHHBIE.

10. Bce 3TO mO3BOJISIET MHTEPHET-NIPECTYITHUKAM IIOJIYYUTh JAaHHBIE JIOCTYIAa K aKKayHTaM
AIIEKTPOHHOM MOYTHI, a Takke MHpuIuposath gomamnue 1K mis Bkmodenns ux B 00T-ceTh
WIN JJ1s1 HOXUILEHUS] OAHKOBCKUX JTAHHBIX POJIUTENEH.

11. Co3naiite coOcTBeHHBIH MPOQHMIb HA KOMIBIOTEPE, 4TOOBI 00e30macuTh MHGPOPMAIIHIO,
XPAHSIIYIOCS HA HEM.

12. He 3a0pIBaiiTe, 4TO (hakThl, O KOTOPHIX BbI y3HaeTe B VIHTepHETE, HY>)KHO OYEHBb XOPOIIO
MIPOBEPUTH, €CIIM BHIOYJETEe MCIONIb30BaTh MX B CBOeH aomariHeil paborte. Llenecoobpaszno
CPaBHUTH TPU HCTOYHMKA HWH(OPMAIUH, MPEKIE YEM PEIIUTh, KAKUM HCTOYHHKAM MOKHO
JIOBEPSTH.

13. O nmocroBepHOCTH HH(pOPMAIUK, MOMEIIEHHOW Ha CalTe MOXHO CYIUTh IO CaMOMY
caiiTy, y3HaB 00 aBTOpax caira.

14. Pa3zmemast uadopmaiinio o cedbe, CBOMX OJIM3KUX U 3HAKOMBIX HA CTPAHMIIAX COIMAIBbHBIX
ceTel, CIIPOCUTE MPEIBAPUTEILHO pa3pelieHue y TeX, 0 KoM OyaeT 3Ta uHhopMaIusi.

15. He cnenyer pa3memniaTh Ha CTpaHHUIax BeO-caiiToB cBoum (ororpaduu m dororpaduu
CBOMX OJIM3KHUX M 3HAKOMBIX, 32 KOTOPbIE BaM MIOTOM MOET OBbITh CTBIIHO.

16. Cobunronaiite nmpaBuia 3TUKH Mpu 001eHun B UHTepHeTe: rpy0OCTh MPOBOIMPYET APYTUX
Ha TaKoe K€ MOBE/ICHHUE.



17. Ucnonb3ys B cBOeil paboTe Marepuall, B3ATblil U3 MH(OPMALIMOHHOTO HCTOYHUKA (KHUTA,
nepuoanyeckas nedarb, VIHTepHET), cieayeT yka3aThb 3TOT HCTOYHUK HMH(OpMaLuu WiH
CENaTh Ha HETO CChUIKY, €CIM MaTepua ObliI BAaMH IepepaboTaH.



